


The scammer's intention is to establish a relationship as quickly as possible, endear himself to the 
victim, and gain trust. Scammers may propose marriage and make plans to meet in person, but that will 
never happen. They may ask to buy five of your paintings. Eventually, they will ask for money.





Greetings... 

I am James from Houston, Texas. I have been on the lookout for some artworks lately in regards to I and my wife's anniversary which is just around the 
corner. I came across some of your works which I found quite impressive and intriguing. I must admit you're doing quite an impressive job. You are 
undoubtedly good at what you do.

With that being said, I would like to purchase some of your works as a surprise gift to my wife in honor of our upcoming wedding anniversary. It would 
be of help if you could send some pictures of your piece of works, with their respective prices and sizes, which are ready for immediate (or close to 
immediate) sales. My budget for this is within the price range of $1500 to $3000.I look forward to reading from you in a view to knowing more about 
your pieces of inventory.

As a matter of importance, I would also like to know if you accept a check as a means of payment.

Regards
James                  









• Grammatical errors and does not use proper English

• Does not know you and is not familiar with your work

• Asks questions that can be answered by visiting your website

• There is a sense of urgency in their request

• They want to arrange shipping with an agent or third party shipper or mover that will pick it up directly

• They will offer to send more money than is due so you will be obliged to give them a check for the excess 

when you send them the artwork

• They will say their “wife” has been looking at your art on your website and they want “to surprise her”

• They don’t say which artwork they want to buy and will ask you to choose within a certain price range that 

may be several thousands of dollars

WARNING SIGNS IN THE EMAIL























Real warning 

from Instagram!



Be sure to visit 
your app/email 

help sections for 
instructions on 

how to deal with 
possible scams 

and how to 
secure your 
accounts.

Social media apps 
do not usually 
have an email 

address or phone 
number to reach 
out to, so this is 

the place to go for 
help. 



How to turn on 
2-factor 

authentication







USE THE SENTENCE METHOD TO CREATE A STRONG PASSWORD

     Susan and Laura want to drink wine and paint all day long!
              S      &       L       w    2    d       w     &      p    a    d     l    !

=

S&Lw2dw&padl!

Just by using a sentence that is easy for you to remember, you can 
create a 12-14 character password that contains upper and 

lowercase letters, numbers and symbols. This makes your accounts 
way less likely to be hacked. We recommend strong passwords for 

everything you do online - not just social media.



FINAL THOUGHTS

● NEVER click on a link in a DM (direct message) on any social media platform, app, or text message OR in your email unless you are 100000% 
sure it is legit.

● NEVER give anyone personally identifiable information (PII) for the sake of a sale - Full name, DOB, bank info, address, SS #, etc.

● If you think a DM/email is questionable, reach out to that person via a phone call, text message or email to confirm - just make sure it is a 
different form of communication than through what was sent to you. If the contact was through FB or IG, avoid use of Messenger to confirm 
legitimacy as they are linked to Facebook and IG and you could just be messaging the hacker. 

● Instagram/Facebook (or any other social media platform) will not DM you about your account or password.

● Don’t pay another social media account to boost/promote your work. 

● Set up 2 Factor Authentication. If you don't have this set up already, please head straight over to your accounts and do it now. The annoyance of 
this is worth it to not lose your account that you worked hard on. Setting up more than one way to authenticate your account is best. 
(An authenticator app is highly recommended.)
How to for IG: https://help.instagram.com/566810106808145/?helpref=uf_share 
How to for FB: https://www.facebook.com/help/148233965247823/?helpref=uf_share 
Visit your email account help section to set it up there too.

● If one of these scams has happened to you, and you are locked out of your FB or IG account, here are the steps to follow to try to get your 
account back:
Facebook: https://www.facebook.com/help/1216349518398524?helpref=faq_content 
Instagram: https://help.instagram.com/149494825257596/?helpref=uf_share 

https://help.instagram.com/566810106808145/?helpref=uf_share
https://www.facebook.com/help/148233965247823/?helpref=uf_share
https://www.facebook.com/help/1216349518398524?helpref=faq_content
https://help.instagram.com/149494825257596/?helpref=uf_share



